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[Scope of Claims for Patent] 
[Claim 1] 

A distributed denial of service attack preventing 
10 method, wherein 

in a network system including a network consisting of 
a plurality of communication devices connected with each 
other in a mesh, a computer and a LAN to be protected, and 
a gate device which is inserted between the LAN and the 
15 network, 

the gate device, when a suspicious offensive traffic 
is detected from an input communication traffic, executes 
processing of calculating, based on a transmission band 
limit value of the suspicious offensive traffic in the 

— «■> _ ■» • i _ _l ' — 1 4-1^^. ^,-,^>"Uv^-^~ r-N-P . -namn 1 m i ^> "H "i An 

Z U CUrreapUilUliiy youc uc v i.^c anu »_iio n^mi^w-i- w a. — — 

devices in one-level-upstream of the corresponding gate 
device, a transmission band limit value of the suspicious 
offensive traffic to be notified to the upstream 
communication devices, and transmitting a calculation 

25 result to the upstream communication devices, 

the communication device executes processing of 
limiting a transmission band of the suspicious offensive 
traffic to the transmission band limit value received from 
the downstream gate device or communication device, 

30 calculating, based on the received transmission band limit 
value and the number of communication devices in one-level- 
upstream of the corresponding communication device, a 
transmission band limit value of the suspicious offensive 
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traffic to be notified to the upstream communication 
devices, and transmitting the calculation result to the 
upstream communication devices, 

the communication device further executes recursive 
5 processing of limiting the transmission band of a 
suspicious offensive packet, and transmitting the 
transmission band limit value of the suspicious offensive 
traffic until reaching the uppermost communication device 
serving as a sending end of the suspicious offensive packet, 
10 the gate device executes processing of transmitting a 

query of an average input transmission band of the 
suspicious offensive traffic to the upstream communication 
device, 

the upstream communication device executes processing 

15 of receiving the query of the average input transmission 
band of the suspicious offensive traffic from the 
downstream gate device or communication device, and 
transmitting an average input transmission band value of 
the suspicious offensive traffic in the corresponding 

ZU communication device to the downstream gate ucvicc ui 
communication device , 

the gate device executes processing of calculating, 
based on a transmission band limit adjusted value of the 
suspicious offensive traffic in the corresponding gate 

25 device and the average input transmission band value of the 
suspicious offensive traffic received from the upstream 
communication device, a transmission band limit adjusted 
value of the suspicious offensive traffic to be notified to 
the upstream communication device, and transmitting the 

30 calculation result to the upstream communication device, 
the communication device executes processing of 
limiting the transmission band of the suspicious offensive 
traffic to the transmission band limit adjusted value 
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received from the downstream gate device or communication 
device, and transmitting a query of the average input 
transmission band of the suspicious offensive traffic to 
the upstream communication device, and further executes 
processing of calculating, based on the transmission band 
limit adjusted value received from the downstream 
communication device and the average input transmission 
band value of the suspicious offensive traffic received 
from the upstream communication device, a transmission band 
limit adjusted value of the suspicious offensive traffic to 
be notified to the upstream communication device, and 
transmitting the calculation result to the upstream 
communication device, and 

the communication device further executes recursive 
processing of limiting the transmission band of the 
suspicious offensive packet to the transmission band limit 
adjusted value, and transmitting the transmission band 
limit adjusted value of the suspicious offensive traffic 
until reaching the uppermost communication device serving 
as rne sending end of nhe suspicious offensive pcick^L. 

[Brief Description of Drawings] 

[Fig. 1] A structural view of a network to which an 
embodiment of the present invention can be applied. 
[Fig. 2] An example of setting conditions for detecting 
suspicious attacks according to the embodiment. 
[Fig. 3] An example of setting conditions for detecting 
illegal traffics according to the embodiment. 

[Fig. 4] A model of band control included in a gate device 
2001 and communication devices 2002 to 2006 according to 
the embodiment . 

[Fig. 5] A classification algorism in a filter 2021 
according to the embodiment. 



[Fig. 6] A flowchart of an operation of the gate device 
2001 according to the embodiment when a suspicious 
offensive packet is detected. 

[Fig. 7] An example of calculation of a transmission band 
5 limit value in the configuration shown in Fig. of the 
embodiment . 

[Fig. 8] A flowchart of an operation of the communication 
devices 2002 and 2003 according to the embodiment when 
receiving a transmission band limiting instruction. 

10 [Fig. 9] A flowchart of an operation of the gate device 
2001 and the communication devices 2002 to 2006 according 
to the embodiment when an illegal traffic is detected. 
[Fig. 10] An example of calculation of a transmission band 
limit adjusted value in the configuration shown in Fig. of 

15 the embodiment. 

[Fig. 11] A flowchart of an operation of adjusting the 
transmission band limit value performed by the gate device 
2001 and the communication devices 2002 to 2006 according 
to the embodiment . 
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ea6»««rWiEeaw*wi»«[^fBiR-r s y -? t . 

«^fcsa«3£««ct«r*m. ±^L(^iufEa{f^B-a 

,^ ^ (o^«A*es***Bav^^^e26**w^-^ 

HtlrETSLoy- F3S«Xtta«K«^P>eSI««*JISM 
fflflBiflLoaftKB^ffllBft^SI h7ty^ ©¥^IA 
A*e26 W*tt SrSflM- 5^T7/^ 

»«itfc«ra^, ±atoa«««^a»-rswiea»* 

50 



-5- 



(6) 



2003-283555 



r/ h©e««**JIIMt*rS s (d ( i). i££dlc£>5i-C 

- b36«*fcW:51«aS«^ l o_b^tc&S k TMUMSJx 

s (d+1, i. k) <b*T6<>:, 
[3R9] 

1 

Ss 



Ss 



(d+i,i» 



nu 



(d.i) 



(d.i) 



^$^d, ri— *o«*d*;:*5V^y— hS6«*fctta« 
aS««rBWJi-6##*r i . 2££ dicfc£ i "CWSUStbS 

£rnu(d, i), *££dlc£>6 i "CSRSUSttsy— 
^#-5§-£k. *R£dl£*>£ i ^■WJ£*LSy— MS«* 

ffi*B(d+l, i,k), 851$ dMfcS i T^#J F 

s' (d+l.i.k)£1-5fc, 
[»10] 



B 



(d+i,u) 



Ss' 



(d+Uk) 



nu 



Ss' 



E 
1=1 



B 



(d,i) 



(d+l.i.D 



A & JE»*f £^6* "T S fEftJStff 0 
[0 00 1] 



10 



[0 0 0 2] 

[*£5lW!£ffi5] TCP/ I P (Transmission con 

tro I protoco 1 / i nternet protoco I ) tt ¥<0^ y h V — 

mommy*??*?* {^—z^) *r*»a*©*— ^ 

■J-*-*— t^^FfKfc* (ETF\ TDoS (Denialof Ser 
vice) tlBi") fcKCw fcri^lfcSih/rWjtVN, 

v**^ *ft*Bf36»blR]WFlJi3il)tU-CDo sa»*:ff 5 
TDDoS (Distributed Denial of Service) $C^J 

[0 0 0 3] rODD o SS»lC*ftS-K»^*S^ 
UT, UUNETttOC enterTrac kJ&**>$o 

DD o S5fe*^2Ht7cS:5il»*fSafl?tf*>6 0 
[0004] DDo S*»**fflUfcV— KJ:0 

Si*- If ^5F«R*«>lSJt*tt «*■ 2001-274 
0 16), AT&Tttfra^C (R. Mahajan, S. M. Be I lovin, 

S.Floyd, J. loannidis, V. Paxson and S. Shenker: "Co 
ntroliing high bandwidth aggregates in the network 

- extended version" (2001)) > ID I P (Intruder 
j(j Uexecx i on and i so i a t i on Fro loco i ) (£. SCnriaCkeribor 
g, K. Djahandari and D.Sterne: "Infrastructure for 

intrusion detection and response" , Proceedings o 
f the DARPA Information Survivability Conference a 
nd Expos it ion (DISCEX). South Caro I i na (2000) ) ft 

#&<5o AT&TttswfttM d i p«. astta-r^ 

3liW*lBII»*:tf Jfc*©**^ 0 ^ 3 ^5, *m 
40 ^h7^/^!)^7 P P^7^ g^O^n^^ACO 

[0 0 0 5] 

IftWim®:^*. 0 k-tZWkm] Center T r a 
50 -tOJfe*«:BS»"t*«)wttt-e#ftv\ ^JP^T, 



11 



[0 0 0 6] Sfc* ^<ott«ora?Sf*iSffli**© 
I D I Pic:JoTI4, hfc#3ESJxfc^*-y h 

[0 0 0 7] ±IB*W«r#JtUT**tbfc1> 
T$*SttSF«r«»bft*sfcDD o S*»4rBj5«!'C* 20 

[0 0 0 8] 

"rSsfii^-N Ay J eitoifflii r v ^ y r y 50 

PfiffiSrWffi LT±^<0fflEaffi3£B^i£«r SteS&fT 

v\ flirta»rea£»4, 8SE#**» F7t-^ ^e^§ 

SSM«*B©io±*fc:fcsa«a£B* 

t^au:, ±«o«iiBaflrasB^a»'t"5iftiB*»»jii ^ 

*±aEwsjEa«K«^3Si-5*t?s»»^. mrea* 

3sai4, me±xoaflitta^Meft*«K h 9 * * * 
EJt«E*>a«sai4> mmTmw- hmm^tinmt 



(7) %fffl 2003-283555 

12 

£fci4am3£B^«r*&3S&m\ ttiEy-h^s 

14, ^I^y- h36«^*3*t5WE**«» h7 t y*(D 

jb«Eoa«s«^a*Di-stftE*»*» h7t^^ 
<D&mft&mmm&fe&&m u-m&E±«*>a« 
mm-rz>&m%:ft\<\ mEaflrssri. «hb*w»h 

7ty^a)eg»«!:TI^- h3SB^^I4a«^S 
«rE-h«ttoaftKa^«TE?fe*«!ii F7k-^^ 

a«asa^e>s«ufce5S»««naw»«i:. «9E-t»D 

A*fiaS*ttffli:«:Slc, ±sfEoa«9sa^a*P-fs«tr 

flaEiffi^aftSEa^asmi-sseiairSrftir^. we** 
ha6W7co*±«K<o«rEa«3sa^3t^-s* 

■C»»W(C, eSI*«»JPRW«Effl[^WEa*«»^' ? 4r y 
boeaS«f«OS!lPfit*lc. ffiESSSJ* h 9 fc s> * o> 

ga#*»ji»pSE«:<o5S« t <Dmm*'<=i o . n t 
[ooo9] it *«2 \zmi&(D&wte. m^m 1 l-IEf 
y-hKaiferttawasa^y-Mea 
-(omz a ^fc^-ry- h«a*fci4a«sas:«»J-r 

^#■8-4: i . «* d i -CMUSiJSnsy— 



$ d icfos i X-m&lZiiZy— h^B*fc»*ilffisBIHO 

t y^©ea**M»1II«:S s (d+1,i,k)i:t5t, 
[»l l] 

1 

Ss 



Ss 



(d+l,i,k) 



[0 0 10] M*3S3lcE*<o*Wtt, W*flll*fcW: 

ox, 8trEe%««*jRfRaEiKf4. hmm^nm 
«asa* s y- hasa3&^(sj*2/^i«w#aE-f s^*r^i" 

»JB^«S«:d, dicisv^y— h3$a*fc 

tta«S6B*BWiJi-*«#*: i . d l-fca i T-SRSiJ 
Sttsy— hKB*fc*4a<f3SB05fc»»H^^ry h^ 
^^f»M^ Ss' (d, 0 . d td^>^ i T?MBU 



-7- 



(8) 
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13 



£*x&y— tcnmmmwv i i±m\z *> * ism 

3£g&£nu(d, ik ffllS d^*>6 i -CBfeg'JSttSy- h 

i£fl*«te*rB(d+1, i.kk dl£*>£ i -C«»J£*lS 

fiSrSs' (d+1, i.k) b-TZb. 10 
Iti2] 

B (d+i,i,k) 

Ss'. 



<d+l.i.k> 



= nu 



Ss '<d.O 



2 B (d+).i.O 

1=1 



14 



k, ma atcfos i -cawjsnay- nt«*fctta« 

gh?t^ ©eiiS^S'Jiaffi* S s (d+1. i . k) t T 5 
[&1 3] 

1 

Ss. 



(d+l,i,k) 



[0 0 11] W*:3S4^|B»o36Mtt, m»<oiHf3£E 

wiaa**sih9ty^oeai««»jiR«[t. a«y- 

b§S«coio±ffiK;fc5aftg««fc&Xt^ ±«tcoiu 
I251«3£«— ai*P-T * flftIB h 7 t y 9 StS^t- <t o T 
ttU $tt^%VSK h7ty^ ©tei5HI!r««l»«*rimJ 

|EJt8t©a«K«^tttB?fc**R h7ty^ (o^mxt) 

jftoawsB^ bereft*** h7t^ (o^A*e 
ss«ic*5Jt5iwiBa»*jii F7 1 -/^<oeas««sMi»« 

[0012] §**fi 5 ^ffittOjB 4 40 

d . [P]-<o$§£ d ic&^T^- MK«*yttt»{B»ll«r 
i s d\zfo% i -OttSJStLSy— K 
K«*fettii«aS«eo«*SH^<^ry h ©««*#»]» 

jg^rs s (d, i), dicfc^ i -cfiwusnay— KS£ 

S*fcttil«3SK<0 lo±ffiKfc*a«3S«JS«:nu (d. 



«s di5i*5v^-cy- nsn*fc«a«afi««r«»J-rs« 

afB*«0***«^*-2/ Koe3S»«sH«Efl[* S s ' 
(d, ik dtc£>& i -CWUShSy- h=gB£fcl* 

awfiifioiojbRicfcsaw^aftSrnuCd.o. ess 

d i -cMffiusnsy- h*«*fctta«isi!«D i 
o±«lic 5 k T'l^s'J * aim mw.fr b a*p * 

kk m$ dtcfc* i -cMffltjstt^y- has«*fcna« 

«h9ty^©eai»*wj»wiaE««:s s- (d+i.i.w 

[»14] 

B (d-n.i.k) 

Ss' f 



Ss' 



(d+l,i.k) 



nu 



1=1 



' (d,i) 



[0 0 13] W**6tc1Etto*Mtt, 8SW*f*t?*>5 
Sttfc-*^ h!7— ^©y fc -K*r«/fti"6aflW6*lw*3V> 

t. T«Eoy- hKafcsvMia«3S«^e>ft**JK h 
a«at«^a*ni-ss(iiE?fe*sa h7t«^ ^eas*« 

*METSIE«>y— h3S«*>5VNtta«36ll^fe 
^§1ft, SBEaft»ll»c*5*t-5StIlE«»*Slh7ts/ 

w:a«jis«-ai«i-5W*a»^«i:. ttjisT«t^y- 

hSS«fc<5VM*afll*ll*»b*»*MI ^7 t yftottfc 



-8- 
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[0014] ffl*B 7 lCKtt(D3g^te. IB*3S 6 ice« 

©a«»re*>o-t\ «tris««fwi»*g^#att, hue^ 

13— ©SIS d icfcM^xy— hK«*^itt5i«3Sll«r»!3iJ 

*fclia«&fi^#»*S^^y h 
S s (d. i)> «* dlt*>5 i "C«SiJS*tSy— h^@^ 
fettil«3S1BOlo±aEIC*>55i(Ba*ll»S:nu(d ( i> % 20 
855 dfcfc* i "CHWUSttS**- h3S«*fcliii«3S« 
O 1 o±a£{^*>Sii« «««r«SUi-S tUtXDm^Z k s 
Sjfdi:^ i T?«WJS*tay- MSB*fc«:afMSB 

7t^<06M«WMS s (d+1. i.k) 
[ftl 5] 

1 



<d+l,i,k> 



nu 



Ss 



(d.i) 



(d.i) 



16 

B 



Ss' 



Cd+l.i.10 



nu 



(d,i) 

2 B 
1=1 



Ss' 



<d,i) 



(d+l.ij) 



ffi*!x^aic#«Ei-5^«r^i-»Ji<oaiS«rd. 13— © 

rs dfc*sv*-cy- h»«*fctta««««r»s'J-*-«># 

aiiKB©****^^!/ h<oei£»«fflMEffiS:S s ' 
(d, i), dtc£>6 i -CKMSttay- h^ttlfcfcte 

aftasjsoioiattcfcsasKBftSrnuCd, 

d i T?«33'j$n«y— hasK*fcttafS3s«^ 1 

o±»cfcsa««llS:«SiJ-r5^«>^#-©-Srk. i£S 40 

dicfc's i -c«»jsttsy— h3S«*fcwta«Ktao i 

o±«El£*> * k -CfiRBU S 4x5 a«3S«d» b a*o £ iitcVt 

h7ty^ ^WA*eaS«*«l[«: B (d+1 , i , 
kK ®i£d\cfoZ> i-CWBUSn«^-Hfilt**:tta« 

y^aco i o±ijs^fe5 k -c«usijs*Lsa«S6«oa»* 

fth7t^ (^^^^^ftslJPI^ISfi^ S s 1 (d+1 , i , k) 
»16l 



50 



[0015] 18*^8 iciet^^wn ffl»(oa«^fi 
«*jRMti:, ^«y- b^goio±«ttcfc5am^e 

£fc££Slc N ±SSoStJEa«»«— ajwi-5f6IB?fe»* 

gh7t-^ <oeai«r*»JH««r3»ua wr±«Ecoa(tK 
B^fti-**^^. ttE-L«t<&a«3£B^BtiE# 

**» h 9 fc * ^ 03ft*9A*e5S«r««rBa-S^:*r2Hti" 
57fs/^> lftE±««>a«SS«**b«rlBa»*Jllb 

9 1 y ^©spiSA^eas^ffiSrSft-rs^T 1 
^isy— ha*Bic*3*+s«rEa*3»*h7t y^<oei 

ES*«» h7ty^ ©5piSrA*eiSW«ffl[ t Sr*K. 

±«oa«KB^a*p-*-5«rEa»** h 9 * * * 
aiw«©j!swfiffl**wuT«iE±«£^a«KB^a« 

So 

[0 0 16] W#*9lcE**>»Wtt. BSW*Mfc-C*>3 

- hKBXIia«Sfid*b?fe**» h7t^^ ofiSff 
«WK««rS«U ttE*»»JKh9t5r^©ea»* 

KBXtta«36fi35^a**H h 9 t y 9 iDW&7<fite 
a#«fclBv^to*6fin8**IB***:St«U. mJE# 
h 9 t >y >7 <ospiSA*e5S«f«ffl[* WETSE^y 

<nv- hasBx»ia««B*^eanBr«faRHaEtt*s 

fg U «JE«**» h 9 t y # <oeSI«««rffllEe5SfflF 
«»JPfiWSffilc*JI«i-5^9-3/^t. WE±8ft<oa«3S 
^mlE#^^ h7t-y^ os|E»A*e3S»««:BI'a' 
■&«rjS«-r5^9 i 2x^ i fc. WE±««>a«K«*»bWE 

9tmmm h 9 1 ^ t to^A^e^Wfi^^t-rs^ 

f^i, WES«Ufce38#««IBWME«[t. mlE± 



* - 



(10) 



77 



[0017] a*3Si oicEttcosBWi*, W#«8*fc 

*fctta«3SBSr«SUi-S##Sr i , 1%£ dl;iao6 i X* 
h<&eiS#«*JR««rS s (d, iK ^$d(cfe^iT-a 

gij £ s k ig* tta«a$«^ i o jh^fc * a 

{f3S«»&nu(d. ih j£i*dt;ifcS i -eOTJ ^sy- 
h ig£ liaif ig£> l o±^tc fe 5 k -cbesij S ttS 

a«^«<oft**» h7ty^ s s 20 

(d+1, i,k) 
1*1 7] 

1 

Ss 



nu 



(d.i) 



Ss 



(d-H,i,k) 



(d.i> 

S B 
1=1 



(d+l,i.l) 



[0018] t**« 1 1 tc|S«c<036Wtt^ 



*ft|!fl2 003-283555 

&> 6 =3 V fc° ^ — * *5 J: L A N t <D RQ tC^ff £ ttfc 
fc3Vtf»-^0E*«l9^tt*IB«UKff-C*)oT, A* 

- HK«K:tettSai!E#*£*b7 t 

Rfflt, aay- h^®^io±»fticfc^am^w^^ 
<ofii£Wr«ffjiett«:Kai ±^oafi^@- 

«iJE±»oa«3Sifia>fefi«l-fcfflB# 
$Sih7 t s/^tD^A^SI^Wtt^SlC, _b$fc 

^a«««^a&-rsBME2fc**ft F7t^ <oea&« 
[0019] w*s 1 2 «ce«*>*wi±* R»*Hfe-c*> 

$ *l£ = ^ — * y 7 A £E^ Ufc =1 V f^- 

■xf4i««i*^aw» h7t«^ oea*w*»jR 



5 i T3fcg«J£ft*y- h««*^:tta«3S«oa**» 

/^^^ir«^ss' (d.i), mzd\c& 

«c*>6a«K«»S:nu(d, iK ^£dlcfc£ i -CMU9* 
g£H&E'J1-£fc#0##£rk. i££ d fcfcS i -CBUS'J S 

^A*eiS««ffl[«rB(d+1 ( i.k). ^^d{cfe5 it' 

i$.®mmm&*s s 7 (d+1. i.wti-^t, 

1*1 8] 

B (d+i,i,k) 

Ss" = 



h7t y^©WA*«»««tlllBT«©y- hi 
F7t>^ ©3plSA*eafflr«SrBa^S:* 

ea««its:»^ ±^oa{iig^a^p-r^>ttjie* 
jL^^aftig^<f-r5^^y^^> o^-^t^^^^ 
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20 



[0020] m&m 1 3 \zuM<D&m*. m mm. nt 

K«*»»jrs#»«r i , dlcfc* i -emftlZtiZ 

«symssrs s (d, i), d\zh% ix-WLWiztizv w 

nu(d. ih SSdm i "C»gU*ttSy- h^B^fc 
§-5§-£k, 8IS dicfcS i -e«MStb6^— h36«*fc 

h7t^^ <Dfcmwt&mmz s s (d+i . i , k) 

[*1 9 1 

1 

Ss 



<d+l.i,k) 



nu 



<d.i) 



Ss 



(d.i) 



W+U,k> 



nu 



(d.i) 

2^ B (d+i,i,i) 



(d.i) 



20 



Sd^^-rW«^SS:d. dt^joVN-C^- 
htt«**:r45S«»««:WBUi"5«-»*' i . d 

hofiS««WSfi«rS s* (d,i).«Sdtcfc 

B£IMUt**fcfc<B##«rk. 8g£ dfcfc* i -CBfcB'JS 
tL^>y- h3£Blfc*:tf:iHfSB<0 loillcfeSktSI 
SU $ tb5 iHf SB fe»*P $ *bfc#*SBI h7t^(^) 
¥«JAACSI#«««:B (d+1, i, k) , «S d ld$>& i T? 

a»JPgW»««r S s ' (d+1,i,k)fctS^. 
[&20] 

B (d+i.i.k) ^ 
Ss\ 



[0 0 2 1 ] 

SaiSO*«[|coV^xKWt-5o lift W*lfcO»««: 
T, 2ooontw< v 2 o o i n^<n$&w<D— nmj& 50 



micxzv-hmm w—vy~<<) . 2002-20 

% 200 7-20 1 0im$lT**6o DDoS 

%c&<D&&&%<D'y—s<2 0 o oaMx^£*vrv><5LA 

N (D-*^!)74yF^) Us y-bg!2 0 

Lt, — *«Lii«KB2 0 0 2. 2 0 0 3, 2 

004, 2005, 2 0 0 6!:tttV^-5 o DDoS# 
StiaoT»^^il^*Kfi2 0 0 7, 2 00 8 
#^/^ s/ b $:M^f ^t-^ 2 0 0 0 Idfa^o 

^UTa*dS«5fei-6rt^«t?>, y-hgf 200 1 
©JfS*}H*LTU*V\ DDoSft*f fcttiHftft 
]Ea*iJffl#<0«a*2 0 0 9, 2 0 1 0A^t-^20 0 

[0 0 2 2] 2 0 0 1 I*, ^tfr?*— 200 

f^t2 0 0 1(i, ^2 0 

0 O&t/lf— '<2 0 0 O^l&^^frTV^ L A.N<Dffi^f 

[0 0 2 3] 0 2iC*3*tSa***«lttJ*#tt, 

tt"C$>5 I PCO TDestination IP Address (£55fc I PT 

V^T, #-§*! <DU^— K^^ttiJIIt^li, TDestination 
IP Address (SftlPTK^) J & M92. 168. 1 . 1/3 
2J T^'P (dst=192. 168. 1. 1/32) , I P^ISI 
41) (DZfv h^^m^^^-T TProtocol (/Ph^ 
;l^) J J&S TTCPJ t?^^ (Protocol=TCP) , d>0, ^ 

TDesti nation Port (?g5fe^— h**) J ^ T8 0J "C 
&>Z> (Port=80) ^v^5«^±a»|J^^:^^bJRtt^fico»■e 
Jg^$tl,^o ##2(7)1/3- KttttURtttt* TDestinat 
ion IP Address (5b^c I P T K^) J T192. 168. 1. 
2/32J T*£>9 (dst=192. 168. 1.2/32) , /5^ s Tprotoc 

01 (/a h^/W) J TUDP (User Datagram protoc 
ol) J X*hZ> (Protocol=UDP) t V ^ JRttflS'J t -ttt b 

JRttttx TDesti nation IP Address (^5fe I P7h> 
^) j & ri92. 168. 1.0/24 j Tfc*«tt«#J£*:0«f£ 



— 11- 



(12) 

21 

3ttfflJW4*£foS«/<4r yhOh^ty^ 4r#R*» 

[0 0 2 4] £fc, hg!2 0 0 l&t^5ifS3£«2 

00 2-20 0 611 ?fc*Sft'*4r yh©h9ty^tr 
b 7 t IrftHitSfcfe^jE h 7 t y 

fcqcDDD o S^C^^^CO h7 t — VJ&»fe«rt 

fl reS£»r*T l K b P s &L±<os<lr v Y i>> s i ®>« 

LTV^o £fc, #^*2co^FiE h7 t 5^*W=fl ^ 
Sff«T2Kb p sJ£Jt±, fg3jf h^/WC&S I C 
MP (Internet Control Message Protocol) _k<D^=* 
— J5* (Echo Reply) > yfe— W'** y hfrS 2&$k 20 

tTV^6o 3 O^FIE h7t'^ *M*fl ffiS** 
T3Kbps^ f-^^*tf5fc^^ HC* 

5 0 

[0 0 2 5] rr~C% fg!2 0 0 lRT/iifMSR 

2002-2006 3fts«^S««HB» i e^«r«Wi- 
5o H4tt*JMO»»fcj3lt*^h««2 0 0 lA 30 
ltti«3£« 2002-2006 flS«*S««»J*^7 !r A' 
Sr^-To ^©JPP^xA-Jl A^f^^7» 
$MHU C©^7^lw«oT^y h^ffi*»«IS«JW* 
H^-rSfcfeO^x/^^r^-t'o y^fls* 20 2 111 A 
* Stlfc/^ y h«:]ES^ 9^20 2 2, 8iK^?^2 

0 2 6, ^FjE^ 7^ 2 0 2 4003o(D^7^lCl^^li~ 

£ e **5> :O7^^2 0 2 1^iT/^yXA|i 
IE1^ 7^20 2 2 lif 7 ^-^ h ^ 7 ^ T*fc 

9, jE»^7^2 0 2 2ld»WSix*:^4r5' httjE»* 

a-2023 icott^tL. eai#«*:«i»-«:-nca* s 40 

ilZo 7^ 2 0 2 6 IC^I^tlt/^ '7 Mi^ 2g 

R/<4r y h *^*»tWI»rr5fcat>OB8«!*r*o*— 2 
0 0 0Mf-^2 0 0 0*«lR»Sttrv^5LANfel=. 
J&ii-*** 1 ** — 2 0 2 7 Ido&j&SJX. 66*P*Mfe<^U" 
— /<2 0 0 0Wt^2 0 0 oa*J|JU&S*L"C^£LA 

IcoV^Tttftiti'So '<2 0 0 OSrlDt^bTWNSy 
- h£§@2 0 0 1 oSM|d|raL--oe3S*«IMI8ttilS» 
ttgwf— ^2 o o o^t/if— /<2 0 0 OdSilXSSitX 5t 
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»tt«T«ffli-63&S, ±«(Dii«Kli2 0 0 2-2 006 

?FjE^9^ 2 0 2 4lCiMKStu/t:^-jry htt* 
^JE*:* — 2 0 2 5 lCoft*s*t. ^Bf**^* ^ ^ 

[0026] awe. 2001 xt/a«»« 

2002-2006 *e3asw*fMR*sitTi"Sfc*e>«>, 

7 4jv* 202 1^87;^^!) X-Mcov^TRW-f 
5o hgf2 0 0 1MHISR2 0 0 2-200 

i^IT/^'yXi,t^gf5o H5tt7>f;^2 0 
2 ijc*3«ts»ar^=fy XASrarfo *-«\ 

S 3 0 0 3lC*5V>X N 7^vn0 2 1li, A^frfc 

2 4l£#1gt£;ft,3 Uf^S 30 0 4) o TjE^* 
^l^&Lft^ofc^n ^T77 P S 3 0 0 5CI 
^ tTfcSHMl, *RS" 

ic-frs-ttxtf 7^2026 — £ n 

(^77^8 300 6) > ^aU/cCV^-&^»i3ES.^7 
720 2 2^a&il5 Uf^S 3 0 0 7) 0 
J: 5lcU-C*^^^^»R*^^y HI IE^.^r^ 
--C*>tLtfeaS«r*«rlPJR*i'*-a**^ s^-- 

[0 0 2 7] fc^. DDoSS»!l«t6««*a©« 
i^^FJili^T^i'o 5 6v)7 — r^K^2 0 0 1 -^S^ 

tf)iHf 3£B 2002. 2003 <Ofci£^i£WR*e^§if 
^»^t7n-ft- h&tflU 9 h^t2 
0 0 1 RfJmit^W. 2002—2006 O^flE h7t^ 

aR»*fcn#icitoM©e»**WR***i"s*** 

JMMBWW6. 

[0 0 2 8] 1D6 CD^-r iy^S 3 0 11 IC*5V^T. 
Fgf2 0 0 1fl #*g»«fctt»*# (112) IC^o 

:oh7ty^ h7ty^t ttW^o 

-TSi:. ^7 7^S30 12^t, 

suv'^ftii awmh^ty^oafi/^ 

^>^^) 0 H2 0R36««:fflv>rRW'i-Si:, # 
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^^^H(dst=192. 168. 1. 1/32, Protocol=TCP, Port=8 

0} fcfcfco 

[0 0 2 9] fr^T?. 3 0 1 3lCioV>T> # 

'->8l2 0 0 1li, ^f^/S30 12^V^M 
LfcSa^-^-VSr^-f A** 2 0 2 1 tl«t5. * 
IC. K«tf#WlJ-~-' <2 0 0 ORtflJ— /<2 0 0 0^j|x 

5fcfc<D^S^— 2 0 2 7 Sr^/fc-TSo 10 

[0 0 3 0] ^tt, ^-Fil2 0 0 HI X s ? 
^10±SICWHIS12 0 0 2, 20 0 31^1 

IS21] 



Ss 



(d-M.i.k) 



Ss 



(d.i) 



nu 



ft ^oKftfrl&ICJb S s (d+1, i.k) N Ss(d t i). nu(d, 

12 0 0 1 <O#«Ei-5«Jl«:«JJtlMil[0 4: fCi«»# 
h^fi2 0 0 1 ^fc<Rj*y^B*C#^Ei"6d»S:^i" 

W:3iflr3fi«*rBWUi-S«**: i * d 1 "CWM 

S:h,S»«R«^*»#*'*y* h<ofia6««MR««r 
S s (d, i). SSS dtc£>6 i T-«giJ*4xSy— h^B;£ 
l o-tSt (tftb%«Sd + i) tc£>6 

al«3S«»«:nu(d. iK 8t£ d i -CWSUSfbSy 

n j/^oeas»*»jiR«[*rs s (d+i» i,k) i-r^o - ^ 

[fc22] 

1 

= Ss 



Ss 



(d+I.i.W 



nu 



(d.o 



<d,i> 
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iot, h^f 2 0 0 11^ ±IE<O^Cct«9. ii« 

^12 0 0 2, 2003 \ct%7F-t2>tem&i$mmfc&& 
m-f s e :htt, y— h^B2 00111 it^og 



Rffl[(OWW<OffilS:^i-B|-C*>So :kbHK*3VvC\ y— 

hgf 2 00 iti^^d = o-efcD, r<D$i£d = ou: 

1 o^^g^^S^-T^fc^y- «t200 1O 

1 l -Cfc5 e hgsfi 2001 (OgiSff«fSII«ttro 
«Ss(0,1)(l *W*b9t*^«:t»lflLfci 
toua- K^*fJ£bfce5S*«S>JRffl-C*>5. 

b-c. ei£«ttffiRtta*8 ookbps -?£>ofc 
£1-* 0 *rbT, ^Fif2 00 ll:li2oiDloi 
8itOalfS3S11 2 0 0 2 . 2 0 0 3^^-f57t^. 1 O 
±ift<O51«Slfli»nu(0 > l)tt2-e*)S o «tot> h 
gt2 0 0 1 l#gtO lo_LffiEOiHI3£B2 0 0 

2©eas«*iwR«[s s (i,i,DM2Si^io±a 

«Dil«K« 2 0 0 3 Ofig^SSIPW Ss(1,U)(t 
S s (0,1) = 8 0 0 k b p s £nu(0,1) = 2"C^Ufc4 
0 0kbps t^5 0 

[0 0 3 1] Sett:. feSI««fBIR*B^S«i*^a«36« 

20 0 2. 20 0 3(O»^4:Rl8t5. 18^7^ 
S 3 0 2 1 l£*SV^ iltBKR 2002. 2 0 0311 
y-h^f 20 0 1/j^fUc (7T5//S30 14) 
ffi£««»JRIB^5:fi«-r*» 3 0 2 

2 ilff 3£S 20O 2, 2 0 0 311 g« Lfcte 
3S«BF«fMR»«l2:4*i^6*«^^*^-ir«r^-<^^ 2 
0 2 llcSSL, 8»^^*f-tatJ«**B^^y h 

oea»«©jR*i-»J6i-^»^^-- 2 0 2 

HI 5 IC^-T 7 ^ A* 2 0 2 1 O^SST/U^ y XjU^^o 

L 0 0 c$ z ] imii^iff 2 0 0 2 ii^v" y 7*5 3 0 2 3!C 
jo^T, -tO±SftJdfe55l«3S1ft2 0 0 4td. iUfKB 

2 0 0 3li-t«0±i«JCfeSii«3S«2 0 0 5&U<2 0 0 

2 00 1^f7/S3 00 3 i:«tfc6o 

iifS 3$B 2002. 2 0 0 3 H h^B 2 0 0 

gf2 0 0 2, 2 00 3^^(1111^^ Z<D1££ 

d= i^fi2o<^ii«i6«* s #«EU *oi#B<oiiiS 

81"2 0 0 2©ilil, 2#@C0ii«»«2 0 0 3 0 i 
I* 2 illSSH 2 0 0 2 oea6#*»JRfit S s 

d,i)at«ifflHS«2 o o 3<oeasfflr«#jR«![s s (1.2) 

H ^Ertu^tby— h^B 2 0 0 1 frh&it U/c^E^^^ 
$'JPRffiS s (1,1. 1). S s (1, 1.2)-C&9s i*tt*?*>4 0 

okbps T-^^o ^ur. a«s«2 0 0 21a* 10 

0±iSfE05i«36«2 0 0 4*s»«E'rsfc*s lo_hftt<£> 
ii«3S«»nu(1. Dttl "CifoSo iot, 5i«3S«20 
0 4 oeiSffirWSiJRffi S s (2,1,1)H S s (1,1) = 4 0 
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Okbps £nu(1, 1) = lX'&M\^tz4 OOkbpst 
ft 6, 5i«36«2 o o 3tel«oo±SE<E>iI«K 

f2 00 5, 2 0 0 6^#iS£-r5fc^lO±^(Diim^ 
®&nu(1,2m2T*£>5o iot, 3lti3$«2 0 0 5<D 

eas*s«fWPJHis s (2. 2. i) xt*ii«astt 2 0 0 6 

2t##SJRMffS s (2,2,2m. S s (1.2) = 4 0 0 k b p 
s ^rnuO,2) = 2T^IUc2 0 0kb p s 
[0033] * Lt, iifi mm 2 0 0 4 ttiiff 3£B 2 0 
0 2^b, MHS12 0 0 5, 2 0 0 6 teiit§3£§ 2 0 

o 3**be«»*MR!B»S:3MSU 3MHSB2 o o 70 

2, 20 0 3C^^^ry^S 3 0 2 1-S 30 2 2 

t mmzMft-rzo ^mmw 2004-2006H ^ 

ffT*^5fc^, ^-ry^s 3 0 2 3l*3£?TLfcv\» 

[0034] h^me 2001 Rxtmm mm 2 

0 0 2 — 2 0 0 6<^^FiE t: y ^ 4&tt5H#<£>llibfE 
i~5o I^O^y^S 3 0 3 1 K^V^T, y~ h3£B 

2 0 0 i;&T^iHfgB2 0 0 2 — 2 0 0 6H DD o S 

-rzt, bmm 2001 Rx^mmmu 2002-2 

0 0 611 ^-r s^S 3 0 3 2tCioVN"C, r<£>#im£n 

00lWIH^l2 0 0 2~2 0 0 6|j:, ^T7^S 

3 0 3 3iC*5V^T^^O?FiE^^^^^^^^^ 2 0 2 

^^wiriisic^-r^^/v^ 202 l^gr^yx 

tt=FIE*7*2 0 2 4lCjMH£*U 1Effi.mm%frb(Ds< 

7* 2 0 2 6 \C<ftM£tlZ>o 
[0 0 3 5] VMMW bfc|DM^fiai«r«fSJfiRS:^lfii" 

BSv^rtitt, s> h WA^3 h 7 t y ? KJS C 

6 0 n ottea6«p««i»waEfli<oiia©ffii. bh» 

hgg 2 0 0 1 2tt/ii«3gB 2002-2006(0 

[0036] m 1 0 ksbv^c. n 7 td^i- wsfl^fci^ 

J&MPft%, C^200 7H2Mbps, #S3fc3£fi 
2 0 0 2Mb p s(0?S[*^y h^fg ^Tfc 

9, £fc. «gf 2 009H6 0 0kbps N 
gB2 0 1 O^^ltl 0 0kbps OftS*^*^ 3/ h 
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[0 0 3 7] ii<f£i© 20 0411 200 7^ 

VX&Vs SKii«3Sfi2 0 0 4\ZAt>£th%±#l&& 
gib? t y^tti8*36«2 0 0 9*><b^f £*v£6 0 0 

k b p sTfc?> 0 r.*ui *]»ioe5S«r«*Ji»<o*)iH"e 
a« vttmm&mmms s (2,1,0 = 4 o o k b P s 
£>o*:z^tc*b. Tffi<Dmmmw.2 00 2 ten a** 
ah7t 2x^*4 0 0 k b P sicnBF«»jBRura*u-c 

V^^,o HK612 0 0 2I4, ±SE^il{f^®2 0 0 4^ 
bA^£*t£#^££^t: y ^ <oeiS6#*3& s 4 0 0k 
b p s-CfctK ^coe2l»«tSiJP^^W-cSftUfc{K 
5S#«f&JRRfl[S s 0,1,1) = 4 0 0 k b p s£LTX&>Z> 
tzfr. TWLW— h^t2 0 0 1 OOkbpsO 

[00 3 8] — ^Ts 3£g 2 0 0 5 H SS^B 2 0 
0 8d^A**tl5**^7 bSr^IE* =7* 2 0 2 4 
Kl$i*LTV^*:«>, T8tOiHf3£fi2 0 0 3lwUJ2>L 
tV^*^h7t7^li0kb p st?*>5. £fc, 
iffiffittB 2 0 0 6 KA* Sft3?fc**SI h7t7^H 
Kil2 0 1 O^b^m^tbS 1 0 0 k b p sT-fc 

i^ffiiJPMIS s (2,2, 2) = 2 0 0 k b p s £XTX&>Z>± 

TSfE^iiWSSH 2 0 0 3 KM:. ^tlOOkb 
p s^»F7t ^^^rtil^bTV^o ioT, ii 
20 0 311 _k«E*>ii«3SB 2 0 O 5 , 2006 

A»bA*SttSft**8l h7 t y^ogS»«^tt* J 
lOOkbpst, ^»OGiS*«»JlfiO^)«T-S«U 
fce5S**MBMtS s 0. 1, 2) = 4 0 0 k b p s OTT 

hZtzft, Tffi<otf— y&Wi 2001 ictt l o o k b P 

^-r/,«*VctrbX V = ... -e>uj -fi i ri^A 

[0 0 3 9] H] 1 1 CO^X •;7'S 3 04 1 KjoV^T, 
-h^f 20 0 1H «0Jtl!ea6#*»iJIS*JS*^-3E«f 
i±«oa«Ki2 0 0 2, 2 0 0 3i:SBy- 

hgf2 0 0 llCA*$MS»fgh7t«^^ 
A^eiS««*Bav^^* 0 ^ry/S3 0 

5 1 K*5V^-C, ilff S@ 2 0 0 2, 2003 Ii, 

0 5 2^C*5V^T. 5i«a£B2 0 0 2, 2 0-0 3 11 S# 

©2 0 0 1 tcil^fl-r^o 

[0 0 4 0] ftiC, ^T7/S3 04 2m^-F 
Sl2 0 0 1li, i«8l2 0 0 2, 2 0 0 3HS* 

^T77 P S 3 04 3i^T, ^hg!200 1 

ii $«Lfcw*e*f*i«t*wtfc*w 

OTSfg^^T, ^±«t«0ii«&B 2002, 2 0 0 3 

6c ftfc\ *W*W»K*5V^tt, y-h^Bfe^VN^il 
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[3£2 3] 

*if^3E»S:fleS:±S s ' (d+1.i.k), B(d+1,i,k), S 

s * (d, \)<d£ picta^-r^o *y hi7-^tc*3v^, 

hgf2 0 0 l<Off«E-r*Ba*«J*lffl0 t UTal 
-ff^®^^— h^@2 0 0 lJ^fefa^^Sl-^ffii^ 

3£S*fctta«3£«*«jM1~*#** i * d lefcS 

try h<D&ik1#VM&V.&S s' (d, i) , 8!£ d 
i ^BfcBiJSttsy- hi£&£fcf4am=gie<0 lo±fiD^;I 
&5a^f^e£$c£nu(d, iK i££dlc£>£ 

«B(d+i, i,k), d\chz> i -cKsustts^— h 
t4int§£go i o±seic $> s k -c«gij £ th z> a 

s' (d+l.i.k) it6 0 Z.<Dt%, eS6»*»JI»«WSEtt 
[»24] 

B (d+u,k) 

Ss 1 . 



Cd+l.i,k) 



nu 



(d,i) 



2 B 
1=1 



5s 



W.0 



(d+lJ.D 



iot, h3£«2 0 0 114, JbtBG>*l£.fc$K 51ft 

it2oo2, 2003 ic«s^5e««*»JRWM 

#«SJRW«ffi^ffl»lffis s ' (0, 1) (4fc5£^«Mt 
<0*«»ffiS s (0,1) tmtX'lbZo 

[0041] bio (D&^mmmm&v>nm<DW*m 

V^RMtS. ^h^i200 1Ol#@©lo±^ 
^aflT3&C2 0 0 2 36* fey— h^I2 0 0 1 tcA^^tv 

h7 1 ^ ^<o5pjeA*ea6»*ffiB o, i. d 

1440 0 kbps, 2#g<D 1 0±8K<DiiiS gf2 0 0 
3*»fey— hgf2 0 0 l^A*SttS?fe*S»h7 t 40 
-/ ^ OSpA&A*eiS«r««B (1,l,2)ttl00kbps 
T-fc£. ioT, «24) <0*5a0^«:|4, ±±ffi<D 

mm mm.** & © WAAfiasw ^ ut v - 5 

B(1,1 ( 1) + B(l,l2) = 500kbpst» 
ffi^Mo @£«F««l«ViStt<0«Un«[S s • 

(0,1) = S s (0, 1)-0£>6fc«>. [i]7<£>#!]4 9, Ss* 
(0,l)tt8 00kbpst*)5o ffiot, l#@Olo 

±Koaflrififli 2002 h =7 1 ^ ^ <Beaiis 

ttMRMSttSs 1 (1,1,0(4, B(U,l)=4 0 0 kb 
p s *9tn 5 0 0kbps -C»» U €S6«r**JKW!«E 50 



fitO#J#]{lS s ' (0j) = 800kbps^illfc6 
40kbpst/i^ 2#B0 1o±«t05i«36 

g 2 0 0 3 tf*ft»SSSI F7k'^ (7>e26«r«*JfiRWISEffl[ 
Ss' (1.1.2) tt. B(U,2)=100kbps^i5 

ookbps -cb&»u tem^mmmm^tomms 

s ' (0, 1) = 8 0 0 k b p s tfcl60kbps 

[0 0 4 2] ^LT, m \ l^T'^S 3 0 5 3 \C& 
V^, ii{tK>2 0 0 2, 2 0 03(1 h3£g2 0 

o i*»beai»*flWiR»i»»**:ft«"*"*. tsh * 

X-y^S 3 0 5 4t£ii^, Hfgl2 0 0 2, 20 0 3 
14, g^a-2 0 2 7 <oe%«4KMR«t«:Sff Ufcfi 

3Ei"So ^a!J, EMU B4l£*tf««» J t^ 
fcH5Ui»i-7-f ^ 2021 ©5»ir^=r3 XAicfE 

[0 0 4 3] #ClC, ill <D*7yZf3 0 5 5 ^3t3K 
il{§S«2 0 0 2l4-t(7>±8fEtCfcSil«»«2 0 0 4 Id 
^I^il{f^@2 0 0 2lCA**tt5?fc**»H7t 
©5p^A*eafe»«*r. a«3S«2 0 0 3IM:©±*fc: 
fc^51if^®2 0 0 5 At/ 2 0 0 6»cStt51«K«2 0 
0 3 IdAT^ * H9ty^ (D^%)A£)te*k : ffi 

««:WV^*)-e:S. aftKK 2004-2006 14, ;* 

r^ys 3061 i^^v^T, 5p^A*e5S»«oBa-&-fr 

^Sfti-^o tii^y^S 3 0 6 2(C*dV^T, il^ff 
2 0 0 4 t4, aft^S 2 0 0 2 Id, iBAttS 2 0 0 
5, 2 0 0 6(4, ilflHS«2 0 0 3IC 6 b 

7 t ^ ^©sp»A*fia»««[*:a*pi-s. 



1 w -a -x ^ »|yu 



2002, 2003 (4, 9A 2 0 0 4-2 0 
0 6d»fe3t«Ufc s F*A*ea6***«rSt«i"S« "^^> 
i:, ^T5'7 p S 30 5 7iC*3V^ aitttB 2 0 0 2 , 
2 0 0 3(4, SMtUfeT*A*fiiS«*«[«:*fc»Wl- 
fc*»**^<y y h<oea«r«MRW»lt*r*A/*:ea6 
**«0RBME*B^*r. ±±«lt«>a«as«, i-fttofe, a 
<f3£fi2 0 0 2(4-?:(D±St(C^>6aif^e2 0 0 4 (C, 
1(1^12 0 0 3tt*©±»Ul*>*««aM2 0 0 5& 

1^2 o o emasfwa. r<o^#o»m*&«4, y-h 

^® 2 0 0 1 O^v" 3 0 4 3 2:niWCS><S. 

[0045] in i o <Dmmmmm&<ow-&v>w*ft^ 

Tlft^-T 5 6 Ilfgf 200 2(D1#@(D1 o±«(Ol 

2 0 0 4 OSpJSA*eai«r«ffl[B (2, 1 . 1) (4 4 0 
Okbpsm iot, (»2 4) O^m^© 

t4, ^±»©a«3s«**&o¥iSA*ea»*«[^*w- 

^trv^wi:J: ^, B(2 f 1,1) tf^fiai-*5o * 

fc ais^«2 o o 2<Dtem&mmmm&<n®Mi&s 

s' (1,l) = Ss' (1 r 1.1)"C*>5fc«>x ^7^7 J S30 
4 34«9, Ss' (1,1) (4 6 4 0 k b p s-Cfo^o 4o 

■c, ait ass 2oo2coit @oi o±^<^a{f 2 
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004 hytv? (Dfemmwummmm s 

s' (2,1,1)12. B(2,U) = 40 0 kbps^f40 
0kbps T-BfcHU fc&m®mmWlMfc<OV)MmS 
s' (U) = 64 0kbp s^SItfc64 0kbp s 

[0 04 6] — *\ iHt^S 2003CDl#@OlO± 
fiLOiim^m 2 0 0 5 frbmt 3£fi 2 0 0 3 ^A^?c?tV 

h7t7^ (D^A^^^^jSB (2, 2, 1) 
(10 kbps. 2#gO 1 0±tfE(Dii{f3£B 2 0 0 6 3&» 
bilft^e 2 0 0 3 KlA* S*t5?fcS»» F7ty^<^ 70 
¥*A*ei£»««B (2,2 f 2)lilOOkbpstfe 

5 e iot, (82 4) cotao^wris ^±»e<dm« 
3£B*> & o¥*&A*eS»««[o-&W-Sr^ Uv^rt 
£9, B(2 l 2,1) + B(2 ( 2,2)=100kbps £^tb£ 
ti6o iifiSB2 0 0 3<0ei£»«*JPSW»tt*> 

MISs' (U) = Ss' (1,1,2)-Cfc£fc#>. 
^S 3 0 4 3«t l 9 > Ss' (1,2)lil60kbpstfc 
5o ^ot, jillil 2 0 0 5 O^^fi h 7 t y ^ ^) 
finSttttMRlHttS a-' (2,2.1)**. B (2,2,1) = 0 k 
bps £r#^ 100kbps X'&M U ei£##fWISIJi 20 

mm<D®mms s ■ (1,2) = 1 60kb PS sr*jtufc 

Okbpstftt), ilflKB 2 0 0 6 *>#S^S h7t 
^ ^ (Ofi9««MRHSfl[ Ss" (2, 2, 2) I*. B (2, 2, 2) 

= iookb PS 100kbps xmn u eai 
mmmmmfc<D$)Mi&s s * (u) = i60kb PS 

Sr*3*Lfe 16 0kbps tftZo 
[0 0 4 7] ^LT, mi 0 6 3M*5V> 

iKBKK 2 0 0 4-2 0 0 611 iifI3£S 2 0 0 
2, 2 0 0 336»bea#«*JRRWBE*g^SrS«i-2>o * 

n ^^^-2 o 2 7<oeaiw«»jKffl«rg«bfce 

5\C^T7J &9 2 0 2 1 ^l7/^!iXA|C^ot 

tt&£tt*ffi PSPISffi m PS * 5 o 

[0 0 4 8] — *^*:/S 3 0 4 4lC:fc5^T. V— 

■rs^x^^s 304 i^feeas«««MRfws«^wiSE 

[0 0 4 9] trW, W±«ftW Lfc»flstt\ fiTFl-E 
[0 0 5 0] UT. BBSr#BSUr.05SWO— HlS?gffi 

awst?**. m i 2td^-r«t 5 ic, at*yM7- ^ 
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^tt, iiff^B7 o o iiciii*S^i;Mj»**>3.— 
ifa^^tr*-* 700 0^t5r^^-c#5«t5 

(C^otV^o rx— if^ra Vtf at — ^ 7 0 0 OfBSLIHT* 

ra^f;* — * 7 0 0 0^^{f V1t'<lrv h*mfe*y h 
!7-^±(D^-/-Kt^S-r ; 5il^B7 0 0 i&Km 

>-t°^ — * 7 0 0 Ofcgrta J: 6o 
[0051] ji«fi««o«ric^ov^-rRW-rs. 

ID 1 3 12, iHf 3£B.7 0 0 1 OF^^(D«^^:^"t"^c2 y 
*H-c*>a Q Hi 3lc^-TJ: i)iiE7 0 0 i(c 

fiii«» 7024a, 7024b. 7024c, 702 

4d«^tfc^ ii«3$«7 o o lttnixboil 

17 00 1 l-te, JbE<0#ii«** 7024a-7024 
dJd*tffi:bfc^^^7* — ^«7 0 23a~-7023d 

0 2 1 y<^r y h(OCSi<OR<oKa63feofflf««:E*'f 
6^f-^7 0 2 2i: % T9 s r4 w f'< J ty M-** 

(ActiveNetwork Execution Environment) 7 0 1 0 £ 

A) ^HfT-TSfc^^— KHftS7 011^ T 2 "T 
-f :/=i — K&IEtSLT*5<fc £><£>=i— KE*9S7 0 12 

[ u u 5 2 i ^.^ C\ S i 3 ^r^-nu b'*.w* ^ u ^^ip 
gf7 0 0 10«if^«<0«ilSrttW-r5. »tti-*te«D 
5i«3S«^bai«*l7 0 2 4 d^Lt^^ h^J«f 
-TSi:, ^y#7x^»7 0 2 3 d^t©^y ft 
g« Lg^^lS 7 0 2 1 tC»i- 0 eaSftiaW 7 0 2 1 

^f5c (source) 7K^t^B* (destination) T h> 

fi^Jfe^ — ^E««7 0 2 2lCEH£*LTV^!|Ei£2c 

[0 0 5 3] < 2il^te:^^e> 

■C*>i*-&tw«i, <ESI«!f3®(F3 7 0 2 ltl, tO^?' h 
^7^f^^7 M7-^^t7i^7 0 1 0«to T 

yy— ?n?fmm7 o i ot^v^n, = 

- KUff « 7 0 11 &*<Ds<tr v V y> , %<Os< 

try v \cn uxii^-r-<# r ^r^=i- k^=- ke 
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32 



fr£B7 0 1 1 rt\ T^f^y^- K«r»TUfcl**, ft 
*U7 0 2 i \z.m UT te<Oiiff ttfiiSts r t 

e^-T5>-<^ t>0"Cfo^4&^^»i> IS^3S^7 0 2 1 

»3\ aW^lciS^I-^JCl-fc^^^^* — ^* (7 0 2 

3a^70 2 3 b^7 0 2 3 c/ii:) tC$& U 

* y * — (70 24 a^7 0 24 b^70 70 

24c/i if) tt^^r y h *te<E>a«3£«fc<ESM- 

5 0 

[0 0 5 4] r rrtt5i«j»7 0 2 4 dSr^LT 

[00 5 5] ftttl, iHf 3£H 7 00 1 ftOfc£#M£& 7 

o 2 l^v^ctt/^y Mc*H-5#ig (T^x-r:/ 

[00 5 6] *HJK^«^S«fc-r57^-^l7-^^ 
£r I tmt>-rh<DtT^>o *1t. 3SHS7CI PT Ku^*s 

[0 0 5 7] fryu— — fx-te, ±R4»j£©3-— if 
H7-^jttT»**«*fcffl«3fi« (^-K) tc 

A= { (s, d) e [ (ox I) u (I xo) ] | 
d} 

[0 0 5 8] atfta-— tfl^Ki-SnlBor^T 1 ^^^- 

K^*>5ii«»« (y— K) ^^$nxv>^>^^ > i 

#g (1 ^ i Sn) 07^7^f^- KM\ 
(i) (C (i) QA) icJR-TS^s/ hSr^-Y/fir 

-tTMt6rt!r7^7^^y hy-tmnrnm 



T\ 7^^^^yM7-^Hffa«tt> c (1) Uc 

(2) U Uc (n) &5*J*-&0>fi*-Cfc 

(s, d) U:J:oTiBlbSjh,6fcO'C*>'K 

[0059] B 1 4 li, B13 iC^ Ufcte^-T — 
I2tt^7 0 2 2lC|BtS$ttXV^^^5fe7 1 — rfW— m 

*^-r«i*Bi-e*>*. ±E^7w-^y-^^at5 

[0 0 6 0] B14 l^i" «fc 5 t-s (ESjfrr- >OW*. 
(Type) ^ft7K^ (Destination) iriSlft 
tc7K^ (Source) irtca^^fe (Send to) 

^T/fcXfe^fcflTOfclK rr^x^f^ (Active) J 
*>5V>fi ril^ (Regular) J <Dl^*ft<>^<Ofit£: £ 6 0 
^ft7 KU^*5£U^HtcT Ki^O^lE^ 
(Ds<try Y(D^9t I PT K £U^f 5t; I PT 

ffi^fc-5V>fi^5fe^iHIS@^ I PT K^«bt 
[0 0 6 1] *4zf<Dm.& iTfTj-?} t'$)5^VF 

y — ra, McMtsr^^-f^-Kfc 



fl-/rvrsn iT-iJ.*r.:V:rt-.^:aJS-jH:©/n T O -P" L* 1 ^ T -A**: -Ax 4*1 
>u P< i^-i c»» ^r*-* -* u *-» <*-ti* ipaSft-x. a=a- * * ■ 

[0062] 1314 \zL^-t^m9tv-—~fj^(om^^^ 

fcO> ^5feT K^)iS ri. 2. 3. 4 j t?*>9 % i^ft 
TCTKU^AS TAny ({pJ"Ct> <t V>) j Xfr *) s Ut£9c 

a* rT^T 1 ^ ^=>— kaj t^otv^o ^*h«, astt 

^jfts ri. 2. 3. 4j lcv:xft5i^^{i> KSi" 
Z>/<tr*y h£r h y iCT — t U7^7>f y — 
*T»#a*iB»iS*u 7^7*f^- KA^^tr^n^r 

rr^-r-^yj "OfctK 5SjfeTKu^3ftS rio. 5 
0. 0 S 0J SlflTTcT K^* ri l. 12. 

i3. i 4 j -cfc9, caiftds rr^^^^a— kbj 

^S/^y h » lT7^7*f^y h!7 — ^ 

Hff9l** 5 fi»*ix, 7^7^y^-KB^$ti5 

>f^d« TT^X^yj T?fcl9, 55ft7K^A5 [Any 
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34 



(fa-CVJ:^) J -Cfc?K jS«7cTKU^* j Ti5 7. 

2. 3. oj -efctK tei£$fcj*s rr^^-f^=>— kcj 

^T^ott)s Mtu7K^^ ^15 7. 2. 3. 
[0 0 6 3] m 1 4(C^-t<t 5 (EjH^T 1 — 7 

[00 6 4] EJUbttW Lfcii«3£B<0*J*&* * #>So 

iai 3^1./^ ^^-^fi, int HS(cis;it b 

-To 

[0 0 6 5] fcK, ♦ItJllMfttJCfeltSr^^-Y^a- 

[0 0 6 6] iHl5^ iEOt^fayf^^f^t^ JO 



5lC:JoV^T, 7 0 5 1 if A0^- if #53^ 

f x 7 0 6 1 IliStiL/i (Certification Authority ) S . 

£ftZ>h<DX&>iXh&)<^L. (Intern 
et Service Provider. *0#—* y h^^if— 

fc\ B15 3--lF«5MS« 7 0 5 1 <D I 

P7K^^(i ri. 2. 3. 4 J -CfcSo JUTT'll, 
-ifA#, 7^7^^=>-KA§:Mgl7 0 0 1ld 

r^3- KASr^-— if Aj^A^U -STtbSriifBSM^ 

o o iKSfti-*fc<0-ct>&v\ 

[0 0 6 7] *i* (1) X'f^-tX 51^ 3.— f AO^- 

1f«a*3SK 7 o 5 l 12, j^*aftW^r^v % X«o-<T-r/«C 

tt&JMmt&tomt ^tt (2) -e^-r 

J; 5 ^-if*&*3£B7 0 5 1 1*. ±"C^fife*tbfc^ 
l£«&fBIiE^gSfi7 0 6 ltca«i-5o Z<Db%. f&HE 
igt7 0 6 111, 3.^*817 0 5 1 <D 1 P7K 

S^ot)(?)^ a-— if A^S'Ji-^fc^^iS^i:, 

ifSS*SIB7 0 5 1 <£> I P7 ri . 2. 3. 4J 

3^KEEMKB7 0 6 1 ^IB«Stt5 0 
[0 0 6 8] (3) t^tip^ a-— 1f«*KB 
7 0 5 111, ±X*&J&£frtcm&m*m^XTi?zr'<-7 

=—VAizn*&£^ztim*?T0 o -ttt (4) t?^ 

i-j- 9l-> if*S*3£B7 o 5 i li, 8MfeM''C**& 

^ ^ . I* A i>^Si^*tffl 7 0 0 1 ! S^"f" S 

[0 0 6 9] r. tt*SWT5i«KB 7 0 0 111, ( 5 ) 

ifA<o«^SEM»S:»IEJTOaSB7 0 6 l*»b»#t5. 
r(0«^IEM»^tt, 3.—tfASr«M-rS**t. *(D 
IP7K^ ri. 2. 3. 4J ±0 (2) |C^^V^ 

x&m£fttzAmm*<ohnt&<£iztix\,>z>o ^tt 

(6) T^i"J:5i-. I««l7 0 0 iii, ±iaom^- 
IEMS^?>^0I±JU^:3-— if AO^HaSr^V^T, ±co 
(4) \c&\,^X&m£tltzT?T'<y=>— KAOl^l 

tt\ 5i«3SB7 00 1H. TfT-i-fa—FA&T*? 
[0 0 7 0] ^io, ^CO (1) *5J;T/ (2) (O^^ff 

j.3.-if A<D^mma>^mmms:7 o e 1 

ft£*L*£. ^--if^3SB7 0 5 itt^r^^M»c:*f 

mir^m^m^m^xr^T-^^^^^—^^<^>x 
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[0071] o£ v x intasa 7001 ii^sai 

[0 0 7 2] ft*5. JfettMLfcifiltSfi^T^T 1 -/ 

^li^ji-^oxv^^o £>5vm*, ifois«ana (y 
mmtx^x^ mmmm (y — k) e^o^nE^o^ 

[0 0 7 3] ;*«(D#ra^fc*^#JfflfcoV^K 

m-rz>o tbzmmmm (y— k) k*3v>-t\ n»7^ 

f>{^^-Km$*lT*i^ i#i (l£i£n) 

(l£J£n) <OT^ z r^~f^ — -tit-*? 
4x*^c (i) (C (i) ca) irm^C (j) (C 

lft$;h/cv>sfc#. *fr (c <i) He (j) ) 

[0 0 7 4] '<tr?Y 
(s, d) KHLT, 

(s <=o (k) AdeO (1) ) A (k* 1 ) 
( s , d)e c ( i ) n c ( j ) 40 

ifc5»-&KI8-rsfco-cfc6 0 iau O (k) *5£tf 
o (l) *n*h^— iFk*3.kin laotMt^ 

(s , d) ^iJfbfci^"Cfe5 0 :^J:pW^ 
[0 0 7 5] o£ t) N *5i£5tex-;//WC«e£;h/C^a 50 



k, %%T KU^O^.^}=§^*ttTV^Tig<t7cr KU* 

T*5 9, SMB^-Jry Vfc^tibm 1 <D^ls h }) — km 2 
cD^^h V — k (omi^^ y ^ l-tz k $ fgl 

[0 0 7 6] Z<D£?\Z, mmjt<D^—*f<DT?T^'7 
Do S (#1&^D o S, Distributed Denial of Servic 

[0 0 7 7] S2^f©«i^v'ty2Mix fr>Z>'<>r 
yY (s, d) ^UTaiffl^tLS^ 2o^7^ 

[0 0 7 8] ^IC, ^^T'^^fcJ: btZTt'TA-T* 

inux±OJava (Sftffifll) M^^^ (JV 
M) ^V^7^7-fWs' hO«La**T5iHt3£« 

[0 0 7 9] [Hi 6 tc^-TMT'li. H^BO I y? 
(process) <D — *$k b"C^^b"CV^^> 0 

t tptcbrv^5 0 miCffV^, ^7—^^ (kerne 

/^s/ h^^xf^^ y 1 i b p c a p 3riSLT J a v a 
(SftFS«) ^E2B^WC«J8:t?*5-l:5^-l-tv^6. 
[0 0 8 0] j^l^)- §Pt LttSttfffiOI P^^ 

T'Op^OSil^ 5/ IP7K^ (£b& I P r 
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ft, 7^7!il ibnet &a fC^W S *L5 0 - 5 

[008 l]*fc, 8?OJava (UMM) ©AP 70 

a Tjava. security J ^rfflV^^irtC^oTir^r^ y x 
>f ^x/w^-f v:/ jj ^ yr-v/ a v-T 6 r. £ a* pliB-Ofc 
5o ^©WAPIll ir* ^ yr^^f;^iit6 
fcfe^^^ffi^{5^Ayir^$i^UTV^^ 0 £fc, EE 
Uttt Fx. 5 0 9 J 

IP7K^tr rx. 5 0 9J (DN, distin 

gu i shed name) 0>— feS^tl-J:^ *^jBS»1B 

[0082] tt*5 % *5*-ct>tt<. ±E*f 

is ^r\:a*fi -y r-, j. ^rn^rdr -r* — i ^ ✓ u-° — f^- 7 ;* Si 

[0 0 8 3] ft*5, i^Lfc^^t'^-^u^A 

9, a«3£«»fcJS#S*tfcCPU (^Wlgl) a* 

COEftWEfrj^fca^tTa — ^^n^^^riWo 

ROM, CD-ROM^OTM^s 
r^l^I^ix^^ Kf^ ***<aE«3£fS*>- i £ 

V^5o rnVtTa-^tt^Bl^ Plffi3fcE»JSEflCJ 

(RAM) -gffl/o^7A^ 
[0 0 84] £/c, JiE^n^^^Jis ^(D-JvfyJ* 



(20) 2003-283555 

7^*^^ (a«JR) *mBEWMSoa«iE] 

[0 0 8 5] £fc. lBrn^7^tt, fltlj*b^:«ffiO 

5& U tzm £ = > tr — * -r A t c HE t d IS S £ ;Jx X v ^ 

5S»77^^ (S^o^JO tfcottav^ 
[0 0 8 6] ^fc, TSfE^y— 

bJi«©a«K«^<0^-*G>2Ht li, TtT-A-f^v 

[0087] * fc N hK«XT/a«K«tt^- K * 

I PT K^^ottS^Hf 7 - KTfcot^fiv^ 
[0 0 8 8] £AJb, HffiSrj^HabrroasW^JS^IB 

[0 0 8 9] 

[0090] *fc N ®m<Dte&&®fflffltz£z>yftm®m 

[Ig|®<Dffi!*/^W] 

[m 2 ] PltoMl: «t ^aRSKttW^ft^RS: 
[g]3] HIIJfio^lB^JiS^iE h7 t -/**ffl*{* 
[B14] [^^M<o^BicJ:^>/- h^®2 0 o i^lT>* 

50 i|{fif2 0 0 2 — 2 0 0 StmTLZft&MW^'Tfr'V 
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[as] mnm<oMmKi:z>7 /i>* 202 nc*5it 

[0 6] raH«S^JglBHcJ:sy-hS«2 0 0 10S 
[SI 7 ] EJ|Sft<D»«8U: «fc SB l <o«j*ld*5»+5ea6 

[gi8] mmM(oj&ffi>ic£z>mmmw.2 0 o 2, 20 

iift 2002 — 2006 CO^jE h 7 t y * &fcliB#tf> 

[hi o] mnifo(oj&M\z.i:z>mi <Dmmz#rtz>B 
K»«iB»ii«Ell[«>liao«-e*>s. 
[Hii] p^i^na^y- 0 0 is 

t/ii«3S« 2002 — 2006 OfiiSff ttMMt0>MaE 
[B12] ^HftT ^ 5 7 ^ T ^ y 

[HI 3] ^ft^te^t#67^f>f^s' 

[Hi 4] HHiJSco^lBSrlltT-C* 5 r^-r>r^y 
h 17 - * ^ J: 5 x - -f ^ISttlFU IS« $ tLT v ^ 

[H15] ^IIO W^^t ^ 67 ^ r 7 



40 



10 



20 



5 ^mo^m^y^-tw^ b *e &> z> . 

[116] PlIW^I^ilTT^ 67 ^ f ^> '7 
hy-^Olifgf^L i nux±OJ a v a (g^ffi 
(JVM) Srffll^TT^x-f V 

[##Olfc^] 
2 0 0 0 

2 0 0 hgfi 
2002 — 2006 * -iiflT 
2007 — 2010 -^gf 
2 0 2 1 • 

2 0 2 2— jE»^7* 
2 0 2 3 • •jE^^t^ — 
2 0 2 

2 0 2 5---^iE=¥^ — 
2 0 2 6 — SSfc^V* 
2 0 2 7 -^^n- 
7 0 0 O- -3-— ifO^^tfa — ^ 

700 i-ii{f3£B 

70 10-7^T>f^7F^-^^ii 
7 0 1 1—3— KHfrgfl 
7 0 1 2-3— K1E«SB 
7 0 2 1 

7 0 2 ^W1E*« 

7 0 2 3 a, 7 0 2 3 b-^y^7x-7$[5 

7024a, 7024b ^ 

7 0 5 y«*S8« 

7 0 6 1 -fME«S« 



[HI] 



[B6] 



2007 ~- fri 



2009 




2010— {□)■ 



2004 



2005 













(iho 



2008 -Hni 








JbsbesS ■! 


} 








LAN 



9-;r 



-S3011 



S^m^]-— S301 2 



I 



-S3013 



-S3Q14 
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[12] 



[13] 











1 


{Dst= 192.1 68.1.1 /32J 3 rotocol=TCP,Pori= BO} 


500 kbps 




2 


{Dst= 1 92.1 68.1 ,2/32ProtOC0l=UDP} 


300 kbps 


108> 


3 


{Dst=192.168.1.0/24] 


1 Mbps 


20*3> 



[i4] 







1 


T1 Kbps M±.<niT£rvhtt 

si ^j^±3®s5Sfianrtv5> 


2 


T2 Kbps W_hO ICMP/Echo Reply / Vrytt* 

S2 ^i^Jti^s^i^nrt >s 


3 


T3 Kbps W±C03^^VN ttry Ht* 

S3 «>ULh^s^g^nn^ 



2Q21 2022 202! 



DBS* 



2026 



20^27 



2025 



2024 20^1 



[15] 




S3003 



S3005 



[H8] 



2007— 



2009— {□ 



2008 — ]rn|- 



[87] 




CJr-5) 




»400kbps 


; 







2004 



2002 



k=1 



-IT 



(lr» 

2o()5 





»f§KS 


] — » 







SstUK2)=400kbps 
Ss(2.2,O=200kbps / / Ss(0, D^eOOkbps 



j 2001 2000 

a 



r-mm 




200$ 
d=2 



Ss(2,2.2)=200kbps 



ft 

d=1 



ft 

d=0 



( ga te ) 



-S3023 



[19] 



^iE^t:9raar}~^S303i 



^IE^'?f»^"| — S3032 
S3033 
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110] 



2007 



2009 



Ss' (2,1,1)=M0kbps 




rnK^gSaft'frs* 2004 400kbps N\ 
600kbps 2002 B(1,1,1>^ 



200B^- fQ ] m h s 



400kbps 

Sa' (1, 1.2)=160kbp3 
Ss* (2, 2,1)=0kbps 




2010 [I If 



2,2)=160kbps 




(Jk$) fi=2 
M2 



2004-2 006; aJB& gUr-5» 
$3061 ( rata ) 
-J I 



S3062- 



s3063^ wir 



S3064- 



&S£&jl£iMfi3i;:&£ 



[Ell] 

2002. 2003: ifitS&ffiUr-*) 



2ooi: r-Mmur-ntii 















A7)(SMH*HI©t4fflB 






S3041-- 



-S3052 



S3042- 
w-53053 





R»5 







-$3054 



-S3055 



L | ^±^a^^e>^Ix>£«i^afgsi~] — S3056 



Q§5 



-S3057 
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II 2] 



7000 



7000 



7001 



7000 \|^ 


7001 




— 


atstss 


I / 







7000 








7001 


/ 7000 




















7000 


7001 

















II 3] 



7024d, 



(Active Network Execution Environment) 



3- KgeirKJ 

T 



7011 



M. 

7021 



4 

7023 



7010 



7001 



7012 



P^-fI7Z3-HA I 



,r^7023o 



\ 



7023b 



7023o 



7024a 



7024b 



^ 7024c 



[014] 



*-<:7 
(Type) 


(Destination) 


(Source) 


(£215% 
(Send to) 


(Active) 


1.2.3.4 


Any 






10.50.0.0 


11.12.13.14 






Any 


157.£3.0 




(Regular) 


1.2.0.0 


N/A 


29.15.20.1 


as? 


1120.00 


N/A 


10Q.1.1.1O 




199.1.1.0 


N/A 


120.0.0.1 
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II 5] 



7061^ 



(2) iiBBSSB 



I iiBB 



eg IMP 

■8 



PC^-r^D-FA 
CI P12.345WF& 



(Certjflcation Authority) 
OSP£J<WBLtt<Z)fflS£« 



(4> Sa«R«CP^7 
IS 



I P : 1.2.3.4 



T'^Y^ZJ-HA 
(IP1.2.a4£$95fc 



7051 



: n-trw^KB ca-tf a) 

l P 12.3.4 



7001 : aeaa 



II 6] 



Ebpcap 



$33 (process) 



7<?t<{ 71 3— K fActyye Code) ^ 



: ^ffsaill (Execution Environment) 



JVM 




libnet 



factive packetsT 



(regular packets) 



73— (KemeD 



j (copy of incomino 
(packet capture) U 



IP 



I I f disable routing 



Up_jorwara=0) 



j (data link) j | 



j 

(incomino packets) 



(outgoing packets) 



(72) Wdb t F & — A 5K030 6A13 GA15 HA08 HB08 HB14 

mSfB^ftffiE^WT-Tg 3#lt 0 KA06 KX24 KX30 LC15 MD08 

/^mif^ISt^^C^ttP^ 5K033 AA05 AA08 CB06 CB08 DA15 

DB19 EA07 
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